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1. INTRODUCTION & EXECUTIVE SUMMARY

The primary objective of the document is to provide an overview of the existing regulatory

framework of SMTs in BGIA.

The Security Doctrine of BGIA is a combination of human factors and technology. For this approach
to be effective in ensuring safety of all the people in the Airport a proactive approach to security
must be adopted. The operation of BGIA is in the responsibility of the Airport Authority, and the level
above it, which is the Ministry of Transport. The Security Division is guided professionally by two

bodies — Israel Security Agency (ISA) and the Israeli Police.

The technologies discussed here include biometric identification, LPR, profiling system, luggage and

body scanners, and surveillance cameras.

The most important regulation that also relates to BGIA technologies is the right to privacy which is a
basic law. This right that is enumerated in the Basic Laws gained constitutional status. A range of
legislation stemmed from the basic law — protection of privacy law, registrar of databases, secret

monitoring law, genetic information law, etc.

Israel employs complex security apparatus and surveillance technologies, such as ID cards, CCTV, and
biometric database in the on-going struggle against terror. The Biometric Database Law passed in
December 2009, determines that fingerprints and facial contours would be collected from all Israeli
residents, that the collected data would be integrated onto the Israeli digital identity cards and digital
passports, and that a biometric government database of all Israeli citizens and residents would be

created.

Racial profiling in BGIA is a screening and surveillance model that is openly and routinely used Israeli
behavioural profiling methods. This method causes Muslims to get a different 'treatment' while
waiting in check in lines in BGIA. In 2008 a petition was submitted to the High Court of Justice by the
Association of Civil Rights in Israel to stop discriminatory actions against Muslims in BGIA. The
Attorney General has instructed Israel Airport Authority "to implement visible equality" between

Arabs and Jews in security checks in BGIA.

A survey conducted among experts on the regulatory regime relating to the operation of security

technologies in BGIA reveals the following findings:

e Legal requirements affect the application and use of SMTs through tenders and compliance.

e The regulative framework is technology-neutral as it should be, but it needs to be amended.
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e Profiling is part of the security regime in BGIA, but it will be replaced by a new luggage
scanning technology coupled with biometric identification.

e At present there are no means for ensuring against illegal discrimination, but such means
should include transparency obligation, right to personal information, possibility of civil suit,
etc.

e Legal requirements should be built into technologies through privacy by design by engineers
after they internalised privacy and freedom infringements issues.

e The High Court of Justice in Israel has a role to play, and indeed in 2008 there was a petition
to this court in order to stop discriminatory actions against Muslims in BGIA.

e The design of SMTs and CITs is influenced by regulations to some degree, and this depends

on enforcement and transparency.
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2. OBIJECTIVES

The primary objective of the document is to provide an overview of the existing regulatory
framework of SMTs in BGIA. The main objective is the study of processes such as the conception and
negotiation of regulative techniques and laws by politicians, the scope of regulative techniques and
their implementation through engineers and security managers, as well as their impact on freedom
protection. Gaps in regulations are identified, hinting at possible limitations of controlling freedom
infringements through regulation.

3. METHODS

Data was mainly obtained through interviews of experts.
Interviews were mainly performed with Lawyer experts and BGIA staff.

Questionnaires were submitted to experts before the interviews, based on SIAM WP9 Official
Guidelines. The questionnaires included questions in the following areas:

a) The current legal Framework concerning SMTs.

b) Questions regarding the adequacy of current regulations.

c) Some preliminary recommendations on the regulatory process.

The SMTs discussed were divided into 9 Technologies Typologies, according to the classification
developed in SIAM project:

Threat Detection

e Object and Material Assessment SMTs (also: Screening SMTs) are used within security
measures to search and assess people, luggage, cargo and airport deliveries to identify
possible dangerous or illegal objects and substances e.g. weapons, drugs, or explosive
residue.

e  Fvent Assessment SMTs attempt to identify an unfolding crime by, for example, using
CCTV to detect suspicious behaviour or to spot abandoned luggage.

e People Assessment SMTs are used in measures designed to identify potential malefactors.
This includes questioning strategies, profiling methodologies such as background checks
of passengers, or asymmetric screening based on demographics.

Access Control

e Identification SMTs are used to identify people as part of security measures designed to
establish access rights.

e Physical Access SMTs relate to the broad category of physical barriers and access
technologies such as turnstiles, perimeter fencing, and automated car park barriers.

Support
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e  Process Control SMTs capture the range of technologies that configure the security
process, including the control of passenger flow, and the randomised or intentional
selection of security measures applied to individual passengers.

e Information and Communication SMTs capture the computing and communication
technologies used for a variety of different security measures within any security regime,
such as those which can be found in devices and algorithms for information processing, as
well as data transfer and storage.

Policing

e  Situation Awareness SMTs includes the use of CCTV (increasingly employing PTZ cameras)
to monitor an environment and liaise with staff on the ground, and the use of asset
management solutions such as RFID tags and readers to track baggage and passenger
movements or ANPR technology to identify vehicles.

e  Enforcement SMTs are technologies used in security measures that respond to some
process deviations or detected threats, such as those ensuring that each piece of hand
luggage is screened or those dealing with weapons detection.

The main SMTs that were discussed are CCTV systems, metal detectors (luggage and body scanners),
biometrics, and profiling.

4. OVERVIEW ON THE LEGAL FRAMEWORK

4.1 Background
Currently, Ben Gurion Airport (BGIA) characterized by a number of parameters that distinguish it

from other airports in the world. Alongside with civil aviation at the airport, there is a significant
military activity which is part of the transactions and aerial activity that are associated with the
aerospace industry. Civil transport activity in the field is also limited due to the huge area which is
being used by the Israeli Air Force with the exception of paths that are made available especially for
specific civil aviation. Hostile environment and overexposure to terrorist activities by radical
organizations forced the Defence Department of BGIA to invest in protective measures in order to
ensure the safety and security of its citizens and passengers at the airport. Due to the huge efforts
that were invested in order to achieve this goal, BGIA is considered one of the most secure airports in

the world, if not the most.

The Security Doctrine' of BGIA is a combination of human factors and technology. For this approach
to be effective in ensuring safety of all the people in the Airport a proactive approach to security

must be adopted. This approach stems from the realization that inflicting damage to BGIA is a

1 http://www.israeldefense.co.il
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strategic act. The operation of BGIA is in the responsibility of the Airport Authority, and the level
above it, which is the Ministry of Transport. The Security Division is guided professionally by two
bodies — Israel Security Agency (ISA) and the Israeli Police. From entrance to take-off, the
responsibility for security is in the hands of the security division of BGIA. The Aviation Law (Civil
Aviation Security) grants permission to the Security Division to search and identify passengers at the
airport. The security Division is authorized to search or require identification from any person in the

BGIA area.

4.2 Security technologies at the Airport
The Airport security division is divided to two operational divisions. One is responsible for prevention

of terror in the airfield area and the second is in charge of preventing any damage to planes that take
off from the airport. In addition to dealing with the human element in securing BGIA, the security
division uses technology tools to streamline and improve the speed and quality of the human
inspection. The technologies used at the airport include the following (partial) list:

e A '"fast track” biometric identification of passengers entering and leaving the country.

e LPR—License Plate Recognizer.

e Profiling system.

e Luggage and body metal detectors.

e Surveillance Cameras.

Explosives detector.

There are other technologies for identifying security threats at the airport which are not visible to the

public.

4.3 The right to privacy

The Basic Law: Human Dignity and Liberty lists some of the protected human rights in Israel. The
rights that are secured in this Basic Law are part of the “Constitutional Revolution” of 19927 The
accepted view is that the rights that were enumerated in the Basic Laws gained a constitutional

status, either through the Basic Law or as being part of “the basic rights that are not formally written,

2For extensive discussion see Aharon Barak, Interpretation in the Law, Vol. 3, p. 61-61 (hereinafter: Barak).
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3 In fact, the

but that are protected by the identity of Israel as a freedom seeking democratic country
Basic Law secured a list of human rights that are considered to be equal in status and among them is
the right to privacy. Additionally, article 1 of the Privacy Protection Act of 1981 prohibits violating the
privacy of a person. From this declaration an implied acknowledgement of the right to privacy in
Israel can be found®. The status of privacy, as part of the rights that are secured in Basic Law: Human
Dignity and Liberty, is protected in section 7 under the title “Privacy of Individuals”, and includes the

following sub-articles:

(a) All persons have the right to privacy and to intimacy.
(b) There shall be no entry into the private premises of a person who has not consented thereto.

(c) No search shall be conducted on the private premises of a person, nor in the body or personal
effects.

(d) There shall be no violation of the confidentiality of conversation, or of the writings or records of a
person.

Also, article 2 of the Privacy Protection Act provides a list of incidents that constitute privacy
infringements. There are 11 cases that form violations of privacy according to the law, which used to

be considered as a closed group.

Another law regarding the rights of the individual in Israel is wiretapping law, 1979. Following the
Basic Law: Human Dignity and Liberty, and the State Comptroller's Report, in 1991 the law had an
extensive repair. Israel accepted the distinction between listening for national security, and listening
for crime prevention. Allegedly, Israel is worried about privacy because of its intense activity in the
Home Land security; therefore there exists considerable a large amount of laws and regulations

related to privacy protection.

The® Electronic Privacy Information Center and Privacy International (2002) issued an international
survey report of privacy laws and developments that provided a section devoted to Israel which
noted a range of legislation covering privacy laws and regulations, including: Section 7 of the Basic
Law on Human Dignity and Freedom; Protection of Privacy Law; Registrar of Databases; Credit Data
Service Law; Secret Monitoring Law (1979); the Computer Law (1995); Genetic Information Law; and

Freedom of Information Law. In other words, despite the ubiquitous and ever-increasing surveillance

*HCJ2 334l penayHasr at a®aey@nidotheassH07Be 6 a m

“*Halm, p. 41.

° Working Paper IV, Surveillance Policies, Practices and Technologies in Israel and the Occupied Palestinian Territories:
Assessing the Security State by Andrew Stevens. November 2011
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apparatus in Israel, the country boasts numerous laws and judicial oversights guaranteeing personal
privacy. Furthermore, the European Commission considers Israel’s data protection laws to offer an
adequate level of protection for personal data transferred from countries in the EU. In Israel, The
Legal Authority for Information Technologies and Privacy Protection, working under the Ministry of
Justice, as well as the Knesset’s Constitution, Law and Justice Committee, are examples of

parliamentary bodies that ostensibly ensure adherence to basic legal protections.

Halabi® (2011) present a more critical assessment of Israel’s security apparatus and legislation in a
recent paper that provides a thorough review of surveillance technologies and practices — ID cards,
CCTV, gathering of communication data from communication companies, and biometric databases —
deployed by Israel on Israeli citizens. He studied a range of legislation governing the use of
surveillance within Israel, and the routine violation of these protections by state intelligence and
police agencies working in the interest of ‘national security’. One of the most striking elements of
Halabi’s investigation is the coverage of Israel’s report to the UN Council for Human Rights, aptly
titled ‘State of Emergency’. The report outlines the ‘on-going struggle against acts of violence and
terrorism committed by extremist groups’, justifying a need to maintain ‘the state of emergency,

which includes the exercise of powers to arrest and detention’.

4.4 Biometrics and identification cards

Biometrics refers to the identification of humans by their characteristics or traits. Biometrics is used
in computer science as a form of identification and access control. It is also used to identify
individuals in groups that are under surveillance. In the field of information technology, in particular,
biometric identification is used to manage access control. Biometric identification is also used to

identify groups of people who are under surveillance.

The Biometric Database Law passed in December 2009, determines that fingerprints and facial
contours would be collected from all Israeli residents, that the collected data would be integrated
onto the Israeli digital identity cards and digital passports, and that a biometric government database

of all Israeli citizens and residents would be created.

Israel has a system of identity cards since 1948. Identification cards could be forged; it took too long

to verify the owner of the card; individuals could have more than one ID card by using an alias; and

*Hal abi , Usama (2011) oLegal anal ysis and critique of
D. Lyon and Y. Abu-Laban (eds) Surveillance and Contrelin Israel/Palestingpp. 199-218, London:
Routledge.
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identification was based on the judgment of an inspector. The solution, it was argued, could be found
in biometrics, ‘the means of being able to record measurable, physical characteristic or personal
behavioural traits to recognize the identity, or verify the claimed identity, of an enrolee’’. The first
use of biometrics in Israel began operate at the airport. In 2008 the Knesset passed a bill that relates
to the establishment of a biometrics data base requiring all Israelis to have a chip installed in their ID
cards and passports with records of their fingerprints and facial scans. Controversy was not the
existence of a national ID system, which had long since been in place, but the creation of a massive
centralized computer database that would contain biometric information on each citizen. Much of
the reporting focused on the stated objective of biometric database, which was to address the
problem of forgery, identity theft and the criminal activities, as well as the improvement of services®.
Although improvement was seen at the airport security process, there was widespread opposition to

the biometric project due to violation of individual identity.

4.5 CCTV surveillance cameras
Closed circuit cameras can be used for a variety of purposes that have to do with different rationales

and public interests. Even though the technology was available for a long time, the availability and
the usage of the technology has been expanding mostly in the last few decades as a way to achieve
certain goals, such as monitoring employees to increase efficiency, protecting of individuals and
property and even for directing traffic. In the last few years, we witness the increased phenomenon
of using closed circuit cameras as part of different public projects in Israel. For example, the project

“city without violence”®

that operates in collaboration with governmental and municipal authorities
since 2007, makes use of video recordings of extensive public spaces that are connected to a

municipal call center.

The use of surveillance cameras involve a violation of the right to privacy, and the collection of
photographs recorded in some cases are subject to the provisions of the Protection of Privacy, 1981
relating to "database", the breach of which could reach to a criminal offense. It must be set in

advance what the purpose of placing the camera is and use the photos only for pre-determined

7Flink, Yona (2002) 6Th e Sdcwity lmmevationFlr d reddlema ng r dRomi (@ 0@ r0d j0ed t06&,)
to be clXW¥ened out 0,

8 Ben-Artzi, Amir (2008/08/06) 61 srael Washilgtores Bi ometri c Dat
Post http://www.pcworld.com/businesscenter/article/149468/israel_pushes biometric_ database_initiative.html
(accessed March 2, 2010).
°It should be noted that these guidelines were written after the state inspector gave his report on this issue, which exposed that
certain data stored in the population registry had been exposed though an illegal copy. The registry guideline (guideline
2010-1) can be found at this website:
http://www.justice.gov.il/MOJHeb/ILITA/Hanchayot/HanchayotDB/HanhayotDB.htm
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purposes. Privacy is also protected constitutional right, and therefore the decision on placing the
camera must meet the test of proportionality, if it is installed by a public authority or other relevant
circumstances. Placing and using the surveillance cameras is subject to restrictions resulting from the

violation of privacy inherent in the operations.

In 2010, the Justice Department published a paper, which discusses the usage and the legal
normative aspects that have to do with the closed circuit cameras. The document sought to “clarify
the application of privacy and data protection statutes on the usage of surveillance cameras, and to
present primary and basic principles for the conditions enabling their usage, with an emphasis on
their distribution by public authorities...” In fact, this document intended to clarify the usage of CCTV
with respect to current legislation. This can be done through relevant interpretations of the law to
guestions that come up concerning the right to privacy as it relates to the usage of closed circuit

cameras.

4.6 Racially-based surveillance policies and its justifications
Racial profiling in BGIA is a screening and surveillance model that is openly and routinely used Israeli

behavioural profiling methods. This method causes Muslims to get a different 'treatment' while
waiting in check in lines in BGIA. In 2008 a petition was submitted to the High Court of Justice by the
Association of Civil Rights in Israel to stop discriminatory actions against Muslims in BGIA. The
Attorney General has instructed Israel Airport Authority "to implement visible equality" between

Arabs and Jews in security checks in BGIA.

5. FINDINGS

e How do legal requirements affect the application and the use of SMTs?
Legal requirements have a substantial impact on applications and use of SMTs. There are two
possibilities — a tender or an obligation to comply. In case of a tender, there will be a demand
for a certain quality that is based on the legal requirements. Companies that will offer a
solution that has an answer to this demand will make the shortlist. In case of an obligation to
comply companies that can prove that their products comply will be regarded as more
qualitative by users.

e Are you satisfied with the regulative framework’s clarity and its capability of covering

future technologies? What innovations do you foresee?
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The law should determine neutral principles for technology, and that is exactly what it does.
The law does not have to be technology-driven, since this is ineffective. There is a need
however, to make some amendments and many changes in the Israeli law.
e What is the professional background of those who make the decision for or against the
acquisition and use of an SMT?
The legal departments of Israel Airport Authority (IAA) and Israel Security Agency (ISA) have
to evaluate legal and ethical aspects of new SMTs and to convey this information to the
decision makers which include technology experts.
o Is profiling part of the security regime?
Yes, profiling is part of the security regime in BGIA. Is it proper to do so? That depends on
what type of information is included in the profile. If it is a general profile, such as the
number of trips made by the person, than that is reasonable. If it is a personal profile — it is
not reasonable. Building a personal profile involves gathering a lot of information over an
extended period of time and also personal branding or grouping including racial profiling,
which is improper in a democratic society.
e Are there any means in place to ensure that no illegal discrimination results from the use
of profiling?
There should be a basket of tools and means to ensure against illegal discrimination, such as:
e Transparency obligation on the authorities to publish the methods which is being
used.
e The right of specific persons to see their personal information.
e Ensuring legal rights in cases of specific discrimination.
e The possibility of civil suit.
o The possibility of being compensated without the need to prove damages.
e The possibility of filing class action lawsuit.
e Disciplinary and legal sanctions against employees and the public authority that
infringes obligations.
e External regulation and external supervision and control.
e Obligatory reporting of the authority to a Parliamentary committee.
e What is your opinion of privacy by design? Should legal requirements be built into the
technology?
Indeed legal requirements should be built into the technology, but this is not done
automatically. PbD should be used by engineers during a study of the meaning and
consequences of privacy resulting in a process of internalisation and then a design of privacy

into the system they develop.
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e What is your view of the following statement: ‘Decision makers rarely have the capacity to
oversee all relevant regulatory instruments’?
There was a certain disagreement here, and the belief is that it is possible to oversee
relevant regulatory instruments if regulators wish to do so.

e What is the role of the national constitutional court? Has the court overruled or limited
previous attempts to introduce a certain SMT?
The High Court of Justice in Israel can be quite active in overruling or limiting attempts to
introduce or use certain SMTs. As mentioned earlier, in 2008 the Association of Civil Rights in
Israel sent a petition to the High Court of Justice to stop discriminatory actions against
Muslims in BGIA. The Attorney General has instructed Israel Airport Authority "to implement
visible equality" between Arabs and Jews in security checks in BGIA. As a result, a new
baggage screening technology was developed in order to eliminate the profiling technique
used in BGIA™.

e How does the security industry deal with diverse national legal frameworks?
The security industry is involved in the innovation process from the testing and development
stage. The security industry in Israel includes some global players that are generally affected
by global regulatory demands. They are also affected by local regulation if they are a
significant player.

e How and to what degree do regulations influence the design and the development of SMTs
and CITs?
In some cases the design of SMTs and CITs is influenced by regulations. It depends on the
ability to enforce the regulations and weather there is sufficient transparency. Technology is
being developed in a vacuum, and therefore there is no reason why regulation should not
put a demand on developers to comply with certain regulations.

e What major differences between national legal regimes that regulate the use of SMTs are
you aware of?
The Israeli culture gives a relatively high weight to security over issues of ethics and privacy,
relative to most western countries. Therefore the national legal regime is less demanding in

most cases.

10 http://www.haaretz.com/business/.premium-1.530011
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6. Conclusions

The operation of BGIA is in the responsibility of the Airport Authority, and the level above it, which is
the Ministry of Transport. The Security Division is guided professionally by two bodies — Israel
Security Agency (ISA) and the Israeli Police. From entrance to take-off, the responsibility for security
is in the hands of the security division of BGIA. The Aviation Law (Civil Aviation Security) grants
permission to the Security Division to search and identify passengers at the airport. The security
Division is authorized to search or require identification from any person in the BGIA area.

The main technologies used at the airport include a "fast track" biometric identification of
passengers entering and leaving the country, LPR — License Plate Recognizer, profiling system,

luggage and body metal detectors, surveillance cameras and explosives detector.

The main relevant overarching regulation in the cast of BGIA security technologies is the right to
privacy. Human Dignity and Liberty lists some of the protected human rights in Israel. The accepted
view is that the rights that were enumerated in the Basic Laws gained a constitutional status. In fact,
the Basic Law secured a list of human rights that are considered to be equal in status and among

them is the right to privacy.

There are, however, some critical assessments of privacy infringing surveillance technologies used by
Israeli authorities, including BGIA, such as ID cards, CCTV, gathering communication data, and the use
of biometrics. The biometric Law, 2009, states that all the people of Israel must take fingerprints and
photographs of faces and combining these data into identity cards, passports digital and database
state to use the data in biometric identification to allow management access control, identification of
groups of people that are under surveillance and assistance in locating people suspected of criminal
offenses by law enforcement agencies. There is a lot of controversy over this law at present, and

many Israelis still object to it.

The use of surveillance cameras involve a violation of the right to privacy, and the collection of
photographs recorded in some cases are subject to the provisions of the Protection of Privacy, 1981
relating to "database", the breach of which could reach to a criminal offense. Racial profiling in BGIA
is a screening and surveillance model that is openly and routinely used Israeli behavioural profiling
methods. This method causes Muslims to get a different 'treatment' while waiting in check in lines in
BGIA. In 2008 a petition was submitted to the High Court of Justice by the Association of Civil Rights

in Israel to stop discriminatory actions against Muslims in BGIA. The Attorney General has instructed
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Israel Airport Authority "to implement visible equality" between Arabs and Jews in security checks in

BGIA.

A survey conducted among experts on the regulatory regime relating to the operation of security

technologies in BGIA reveals the following findings:

e Legal requirements affect the application and use of SMTs through tenders and compliance.

e The regulative framework is technology-neutral as it should be, but it needs to be amended.

e Profiling is part of the security regime in BGIA, but it will be replaced by a new luggage
scanning technology coupled with biometric identification.

e At present there are no means for ensuring against illegal discrimination, but such means
should include transparency obligation, right to personal information, possibility of civil suit,
etc.

e Legal requirements should be built into technologies through privacy by design by engineers
after they internalised privacy and freedom infringements issues.

e The High Court of Justice in Israel has a role to play, and indeed in 2008 there was a petition
to this court in order to stop discriminatory actions against Muslims in BGIA.

e The design of SMTs and CITs is influenced by regulations to some degree, and this depends

on enforcement and transparency.

7. Recommendations regarding how regulations can be configured

e Governmental organisations (such as the Ministry of Justice) must be more active in the
process of acquiring new security technologies in BGIA.

e Privacy by Design should be an integral part of the regulatory process. The process should
include Government, industry, as well as NGO's representatives.

e The regulative framework must be technology-neutral.

e Security technologies that infringe on human rights (such as profiling) should be replaced by
non-infringing technologies or be accompanied by PETs.

e Means for ensuring against illegal discrimination should be introduced through regulations to
include issues such as transparency obligation, right to personal information, and the
possibility of civil suit.

e Security organizations (including BGIA) should be encouraged to introduce self-regulation
mechanisms that will preserve human rights within the security process. Self-regulation,

however, is no substitute to hard law and its proper enforcement.
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